Hunbl e HTTP headers anal yzer
(https://github.comrfc-st/hunble)

[0. Info]

Date : 2023/04/06 - 21:06:51
URL : https://tesla.com

[1. Mssing HTITP Security Header s]

Clear-Site-Data
Cl ears browsi ng data (cookies, storage, cache) associated with the requesting website.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Header s/ C ear - Si t e- Dat a

Cross- Ori gi n- Enbedder - Pol i cy
Prevents docunents and workers from | oadi ng non-sane-origin requests unless all owed.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cr oss- Ori gi n- Enbedder - Pol i cy

Cross-Ori gi n- Opener - Pol i cy
Prevent other websites fromgaining arbitrary wi ndow references to a page.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cr oss- Ori gi n- Opener - Pol i cy

Cross-Ori gi n- Resource-Policy
Protect servers against certain cross-origin or cross-site enbedding of the returned source.

Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Cr oss- Ori gi n_Resour ce_Pol i cy_( CORP)

Cont ent - Security-Policy
Detect and mitigate Cross Site Scripting (XSS) and data injection attacks, anpbng others.
Ref: https://devel oper. nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cont ent - Securi ty-Policy

NEL
Enabl es web applications to declare a reporting policy to report errors.

Ref: https://scotthel ne.co. uk/ network-error-I|oggi ng-deep-dive/
Ref errer-Policy
Controls how nmuch referrer information should be included with requests.
Ref: https://scotthel ne.co. uk/ a- new security-header-referrer-policy/
[2. Fingerprint HTTP Response Headers]

These headers can | eak information about software, versions, hostnames or |P addresses:

X- Akamai - Tr ansf or med [ Akarmai Edge]
9 - 0 pnb=nTCE, 2

X- Drupal - Cache [Drupal Content Managenent Systemn
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HT

X- Drupal - Dynani c- Cache [ Drupal Content Managenent Systeni
M SS

X-Generator [Generic Publishing Software]
Drupal 9 (https://ww.drupal. org)

X-Var ni sh [Varni sh HTTP accel erator]
706139474 706139426

[3. Deprecated HTTP Response Headers/Protocols and | nsecure Val ues]

The followi ng headers/protocols are deprecated or their values may be considered unsafe:

Cache- Control (Recomended Val ues)
Enabl e ' no-cache', 'no-store', and 'nust-revalidate' if there are sensitive data.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cache- Cont r ol

Etag (Potentially Unsafe Header)
Al 't hough unlikely to be exploited, this header should not include inode information.

Ref: https://ww. pentestpartners.conm security-blog/vul nerabilities-that-arent-etag-headers/
Strict-Transport-Security (Reconmended Val ues)
Add 'includeSubDonmi ns' and set 'nmax-age' to at |east 31536000 (one year).
Ref : https://devel oper.nozill a.org/en-US/ docs/ Wb/ HTTP/ Header s/ Stri ct-Transport-Security
Ref: https://https.cio.gov/hsts/
X- UA- conpati bl e (Deprecated Header)
Unl ess you need conpatibility with very old versions of Internet Explorer (e.g. 6 to 8),
renove this header and declare correctly the doctype.
Ref : https://getoutof nyhead. dev/ x- ua- conpati bl e/

[4. Enpty HTTP Response Headers Val ues]

The foll owi ng headers have no value (could be equivalent to as if they were not enabl ed):

Nothing to report, all seens OK!

[5. Browser Conpatibility for Enabled HTTP Security Headers]
Cache-Control : https://caniuse.com ?sear ch=Cache- Cont r ol

Cont ent - Type: https://caniuse. conf ?sear ch=Cont ent - Type
Perm ssions-Policy: https://caniuse.com ?search=Perm ssi ons- Policy
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Strict-Transport-Security: https://caniuse.conl ?search=Strict-Transport-Security
X- Cont ent - Type- Options: https://cani use. conf ?sear ch=X- Cont ent - Type- Opti ons
X- Frane- Options: https://cani use. conl ?sear ch=X- Franme- Opti ons

Anal ysis done in 1.93 seconds! (changes with respect to the |last analysis in parentheses)

M ssi ng headers: 7 (-5)
Fi ngerprint headers: 5 (+2)
Deprecat ed/ | nsecure headers: 4 (+3)
Enpty headers: 0 (-2)

Page 3of 3


https://caniuse.com/?search=Strict-Transport-Security
https://caniuse.com/?search=X-Content-Type-Options
https://caniuse.com/?search=X-Frame-Options

	0.- Analysis Info

	1.- Missing Headers

	2.- Fingerprint Headers

	3.- Deprecated/Insecure Headers

	4.- Empty Headers

	5.- Browser Compatibility


