Hunbl e HTTP headers anal yzer
(https://github.comrfc-st/hunble)

[0. Info]

Date : 2023/11/10 - 18:59: 26

URL : https://ww. spacex.com

[1. Mssing HTITP Security Header s]

Clear-Site-Data
Cl ears browsi ng data (cookies, storage, cache) associated with the requesting website.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Header s/ C ear - Si t e- Dat a

Cross- Ori gi n- Enbedder - Pol i cy
Prevents docunents and workers from | oadi ng non-sane-origin requests unless all owed.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cr oss- Ori gi n- Enbedder - Pol i cy

Cross-Ori gi n- Opener - Pol i cy
Prevent other websites fromgaining arbitrary wi ndow references to a page.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cr oss- Ori gi n- Opener - Pol i cy

Cross-Ori gi n- Resource-Policy
Protect servers against certain cross-origin or cross-site enbedding of the returned source.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Web/ HTTP/ Cr oss- Ori gi n_Resour ce_Pol i cy_( CORP)

Cont ent - Security-Policy
Detect and mitigate Cross Site Scripting (XSS) and data injection attacks, anpbng others.
Ref: https://devel oper. nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ Cont ent - Securi ty-Policy

NEL
Enabl es web applications to declare a reporting policy to report errors.

Ref: https://scotthel ne.co. uk/ network-error-I|oggi ng-deep-dive/

Per m ssi ons-Pol i cy
Previously called "Feature-Policy", allow and deny the use of browser features.

Ref: https://scotthel ne.co. uk/ goodbye-f eat ur e- pol i cy- and- hel | o- per mi ssi ons-pol i cy/

Ref errer-Policy
Controls how nuch referrer information should be included with requests.
Ref: https://scotthel ne.co. uk/ a- new security-header-referrer-policy/

X- Cont ent - Type- Opti ons
I ndicate that M ME types in the "Content-Type" headers should be followed.

Ref: https://devel oper.nozill a.org/ en-US/ docs/ Web/ HTTP/ Header s/ X- Cont ent - Type- Opt i ons

X-Perm tted-Cross-Domai n-Policies
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Limt which data external resources (e.g. Adobe Fl ash/PDF docunments), can access on the domain.

Ref : https://owasp. or g/ ww* pr oj ect - secur e- header s/ #di v- header s
X- Franme- Opti ons

Prevents clickjacking attacks, limting sources of enbedded content.
Ref: https://devel oper.nozill a. org/ en-US/ docs/ Wb/ HTTP/ Header s/ X- Fr ane- Opti ons

[2. Fingerprint HTTP Response Headers]

These headers can | eak information about software, versions, hostnanes or |P addresses:

Server [Generic HTTP Server/Content Delivery Network]
whydoyoucar e?

Via [Generic Proxy server]
1.1 varnish, 1.1 varnish

X-Served-By [Generic HITP Server/Content Delivery Network]
cache- bur - kbur 8200135- BUR, cache- nad22080- MAD

[3. Deprecated HTTP Response Headers/Protocols and | nsecure Val ues]

The foll owi ng headers/protocols are deprecated or their values may be consi dered unsafe:

Cache- Control (Recomended Val ues)
Enabl e ' no-cache', 'no-store', and 'nust-revalidate' if there are sensitive data.
Ref: https://devel oper.nozill a.org/ en-US/ docs/ Web/ HTTP/ Header s/ Cache- Cont r ol

Etag (Potentially Unsafe Header)
Al t hough unlikely to be exploited, this header should not include inode information.

Ref: https://ww. pentestpartners.conlsecurity-blog/vul nerabilities-that-arent-etag-headers/
Expires (lgnored Header)
Header ignored by the directives 'max-age' or 's-naxage' in in the header that controls the cache.

Ref: https://devel oper.nozill a.org/en-US/ docs/ Web/ HTTP/ Header s/ Expi r es

Strict-Transport-Security (Reconmended Val ues)

Add 'i ncl udeSubDonmi ns' and set 'nax-age' to at |east 31536000 (one year).

Ref : https://devel oper. nozill a.org/en-US/ docs/ Wb/ HTTP/ Header s/ Stri ct-Transport-Security
Ref: https://https.cio.gov/hsts/

[4. Enpty HTTP Response Headers Val ues]

The followi ng headers have no value (could be equivalent to as if they were not enabl ed):
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Nothing to report, all seens OK!

[5. Browser Conpatibility for Enabled HTTP Security Header s]
Cache-Control : https://caniuse.com ?sear ch=Cache- Cont r ol

Cont ent - Type: https://caniuse. conf ?sear ch=Cont ent - Type
Strict-Transport-Security: https://caniuse.conl ?search=Strict-Transport-Security

Anal ysis done in 0.38 seconds! (changes with respect to the |ast analysis in parentheses)

M ssi ng headers: 11 (First Anal ysis)
Fi ngerprint headers: 3 (First Analysis)
Deprecat ed/ | nsecure headers: 4 (First Analysis)
Enpty headers: 0 (First Analysis)
VArnings to review 18 (First Anal ysis)
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